Internet Safety Unit: Grades 6 and 7

The context for the internet safety lesson is to increase student awareness of the potential risks individuals are exposed to through the latest technology communication devices and systems.  The lesson explores common websites and on-line networking communities popular among adolescents, and outlines safety tips/ solutions, which are applicable to situations students are likely to encounter while using the internet.  
Desired Results and Assessment - What do you want your students to know and be able to do?

	Goals


	1. The students will review and relate how interacting with someone in person is similar to and different from interacting with someone over the internet

2. The students will differentiate what is meant by the concepts of personal identity information and personal information
3. The students will recognize behaviors that could potentially put an individual at-risk for victimization on-line.

4. The students will identify reporting tips/resources for suspicious on-line behavior. 




	Assessment Standards


	1.  Students will articulate the need to guard their personal identity information from potential on-line predators.

2.  Students will discuss additional risks in regards to internet usage and cyber-communities they may belong to.




Learning Plan - How is the lesson structured to accomplish this task? 

	Lesson Sequence



	Resources Needed for Lesson

· A desktop computer and/or laptop computer

· Access to the World Wide Web (WWW; ‘the internet’)

· An LSD/projector or computer work stations for students

· A flipchart or a chalkboard

· The vignette “Tracking Teresa” (available at www.netsmartz.org/resources)

Preparing & Setting Up:  

· Be sure internet connection is stable and secure

· Establish access to Facebook, MySpace, or Xanga

· Copy On-Line Resources for Teens Hand-Out

	Introducing & Motivating:  

Introduction: Go around the room and invite the students to share whether or not they have a webpage and/or how much time a week they spend on the internet. 
· Pose the question:  If someone had to track you on the internet, how long do you think it would take them to find you?

-As a group, make a list of all the information they think a person could find on-line to locate someone in real life

-Play Tracking Teresa
-Define the difference between private identity information & personal information

1. Private identity information is defined as any information that can be used by someone to find you in the real world.  Examples of this include:  full (first and last) name; postal address; name of school; school address; email address; phone number; passwords; parents’ and/or siblings’ names; social security number; the place a parent works; a classroom teacher’s name; photos of yourself.  
2. Personal information is defined as information about yourself, family, and friends that cannot be used to identify you or them.  Examples of this include:  age; the number of siblings or pets you have; your favorite band; your favorite food; favorite movie or actor.
· Demonstrate (with Facebook or a similar cyber-community) how easy it is to find someone in the real world, just by knowing what they look like, name, and 1-2 people they might be friends with.

1. Access a personal webpage you have access to or invite students to access their personal pages and identify private identity information and/or photos they may have posted of themselves. 

2. It is important to emphasize during this portion of the lesson that the information an individual posts on-line, not only affects and gives other people access to him/her, but also to his/her friends and family.

	Conducting Lesson:  
1. Students – List (in small groups for 5-7 minutes) favorite websites and discuss the following questions within the groups):  How did you get on to them? What do you do there?  How often do you log-on?  
2. Teacher – Bring up Playstation.com or bodybymilk.com.  Using one of these sites, demonstrate and explain that by registering on websites, a person’s information is being entered into a web-accessible database.  Any contact information is stored and can be added and filtered out to any number of lists.  It also reveals your hobbies, interests, log-in patterns, etc. to the “internet dude” (Every website has a webmaster who is constantly monitoring the people logging on to and using that site); hackers; other internet users using spyware, etc.) The “internet dude” is the person out in cyberspace always watching you.

3. Teacher- Facilitate a discussion on these key points:

· Chat rooms and IM’ing (instant messaging):  What do the students like and/or dislike about these communication types?  How does it differ from interacting with and talking to someone face-to-face?

· It needs to be clear to students that:

· No form of web communication is 100% secure!    

· Most services are simply accessible with email addresses (which people can log-into with any information, so you could be talking with the same person or with people who are friends, etc. and never know it).

· Even with friends, conversations can be saved and once something is posted on-line, it becomes public knowledge.

· Information about whether or not you are “idle”, etc. on IM can tell others important details about what you are doing in real-life, whether or not you are at home- dinner/meal times for your family- etc.
Concluding-

Lesson should conclude with a challenge to students to be careful of confusing their ‘digital life’ with their real life.  In many ways, cyber-neighborhoods and communities are a pretend world and that by centering their interaction with peers on internet-based communication tools, students may be putting themselves at risk for losing social skills, respect (exploitation), privacy (on-line victimization), and physical safety (abduction).  




