Internet Safety Unit: Grades 9 and 10 
The context for the internet safety lesson is to increase student awareness of the potential risks individuals are exposed to through inappropriate behavior on-line.  The lesson explores common on-line networking communities and other communication devices and systems popular among teens.  Discussions and activities require students to analyze common practices and to articulate potential consequences of using communication technology in questionable ways.  

Desired Results and Assessment - What do you want your students to know and be able to do?

	Goals


	1. The students will review the type of information available about themselves and others on the internet.

2. The students will differentiate what is meant by the concepts of cyberbullying, exploitation and victimization.

3. The students will recognize behaviors which could potentially give a predator access to an individual on-line.

4. The students will identify reporting tips/resources for suspicious on-line behavior. 




	Assessment Standards


	1.  Students will articulate the need to act in a moral and responsible way when interacting with others through cyber-technology.

2.  Students will discuss additional risks in regards to internet usage, cell phones, and PDA’s.




Learning Plan - How is the lesson structured to accomplish this task? 

	Lesson Sequence



	Resources Needed for Lesson

· A desktop computer and/or laptop computer

· Access to the World Wide Web (WWW; ‘the internet’)

· An LSD/projector or computer work stations for students

· A flipchart or a chalkboard

· The vignette “Amy’s Choice” (available at www.netsmartz.org; Found under the TEENS tab).

Preparing & Setting Up:  

· Be sure internet connection is stable and secure

· Copy On-Line Resources for Teens Hand-Out

	Introducing & Motivating:  

Introduction: Go around the room and invite the students to share what their favorite method of cyber-communication currently is (i.e.: email, IM’ing, social networking site [Facebook], text messaging, etc). 
· Pose the question:  If someone viewed your email account (webpage or SMS/IM history) for a month, how much would this person know about you?

-As a group, make a list of what the students think a person would be able to identify about them or their lives.
-Create a second list of information/details the students learn about their friends, classmates, etc. through some of the communication systems stated above.

-Discuss any similarities and/or differences which appear between the two lists along the following guidelines:

· How do the students perceive a stranger and a friend having access to the same information about them?  
· How do the students feel about having this kind of access to people they may not be acquainted with in real-life compared to those that they do?  
· How many students feel more connected to other people in a positive way on-line?  
· How many students feel more vulnerable to others in a negative way on-line?
· Be sure to name the emotions which the students may indicate- i.e.:  Apathetic, Empowered, Indifferent, Nervous, etc.



	Conducting Lesson:  

1. Students – Describe (in small groups for 5-7 minutes) the terms cyberbullying, exploitation and victimization by creating a realistic example of each an individual may encounter on-line (could be accomplished by writing, acting, or drawing).
2. Teacher – After each group presents one of their examples, define cyberbullying, exploitation and victimization.
a) Cyberbullying: negative or hurtful behavior using an electronic medium, repeated over time, which involves an intention to hurt the victim and a power differential between the bully and the victim.
b) Exploitation: A negative relationship based on selfishness and lack of respect for the other person.  Some degree of exploitation is present in most relationships due to the human weakness of using and/or manipulating others to get what we want (and often, should not have) or for revenge.

c) Victimization: Unwanted exposure to sexual content (visual, written, or verbal); being employed, enticed, persuaded or forced into engaging in any sexual activity or explicit conduct. 
3. Teacher- Facilitate a discussion on these key points:

· By choosing to access and participate in cyber-communication, a person bears a moral (and often times, legal) responsibility to monitor his/her behavior to limit negative impact on others- as well as him/herself.
· It needs to be clear to students that:

· By accepting to abide by the user agreements (of most email account servers, IM services, and networking communities), 

individuals who utilize those services can be held liable (even prosecuted) for falsifying information about themselves or others; profane speech; harassment; threats; and posting inappropriate/explicit photographs or graphics.  (Every website has a webmaster always monitoring the people logging on to and using that site).
· Although, cyberbullying and victimization require one or more parties intentionally afflicting harm on someone else, exploitation can occur unintentionally and a person can also exploit oneself (e.g.:  A group of friends who choose to post provocative photos of themselves on their webpages from sleepovers or who start a “Hot or Not” rating system for their school).

· Conversations, videos, and photos can be saved and once something is posted on-line (or on a cell phone, IPOD, etc), it becomes accessible to an undeterminable number of people.

· Teasing, rumor spreading, and other harmful behaviors targeted at an individual on-line could affect that person’s self-esteem and increase their vulnerability to a real on-line predator.  (Play the vignette “Amy’s Story”.)
Concluding-
Lesson should conclude with a challenge to students to be aware of the long-term impact their ‘digital life’ can have on the real world around them (e.g.: Not reporting a conversation in a chatroom where a classmate discussed harming himself or bringing a handgun to school).  Also, by posting inappropriate content about themselves or others, students could jeopardize future academic or career opportunities (many college admission offices and employers will search for and view an applicant’s webpage on MySpace, Facebook, etc).  


